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This document contains

· An explanation of Internal controls and Compensating controls

· Attachments and Examples

· Attachment A:  Compensating Control – Pulling a Sample of Transactions Using Detail Reports

· Example 1:  Pulling a sample using the first transaction recorded in each account

· Example 2:  Pulling a sample using every third/fourth/fifth/etc. transaction

· Attachment B:  Reading and understanding the Detail Report
Definitions

Italicized terms used in this document are defined in the Administrative Policy Statement Dictionary.

Overview 

Internal controls are critical because they promote the use of sound business and financial management practices.  They focus on effectiveness and efficiency of operations, reliability of financial reporting, and compliance with applicable laws and regulations, while simultaneously avoiding pitfalls and surprises along the way.  Internal controls provide a comprehensive strategy for achieving:

· Protection of assets, such as facilities, data, equipment, supplies, inventory, accounts receivables, and cash (including checks and credit card payments), from unauthorized access or theft;
· Adequate authorization and record-keeping procedures to achieve accuracy and reliability of accounting data and other management information;

· Promotion of operational efficiency and effectiveness;

· Reasonable adherence to prescribed policies and procedures, and reasonable compliance with all applicable policies, laws, regulations, and rules, as well as contracts, grants, or donor restrictions;
· Proper segregation of duties so that no one employee controls all phases of a transaction (except, in rare instances, where a waiver of segregation has been granted in writing by the appropriate campus Controller due to the implementation of adequate compensating controls); and 

· An effective process of continuous assessment and adjustment for any changes in conditions that affect the internal controls. 

Everyone within the university has some role in internal controls.  The roles vary depending upon the individual’s level of responsibility and respective job duties.  The Board of Regents, President, and Officers
 establish the presence of integrity, ethics, and competence that are essential to creating and maintaining a positive internal control environment.  The Fiscal Principals have oversight responsibility for internal controls within their Responsibility Units.  Fiscal Managers operationalize internal controls by executing policies and procedures at the detail level within their Responsibility Units.  Fiscal Staff within an Organizational Unit must be cognizant of the internal controls associated with their specific job responsibilities.  

Note:  Refer to the Administrative Policy Statement “Fiscal Roles and Responsibilities” for more information about the types and related hierarchy of fiscal roles within the university. 

Key Component of the Control Activity:  Separation of Duties 

Internal controls require adequate separation of duties when performing a fiscal transaction.  Adequate separation of duties means that at least two individuals are involved with every fiscal transaction to ensure it is accurate and proper.  Ideally, there should be at least two individuals involved with every fiscal transaction before it occurs to ensure adequate review for accuracy and reduce the risk of impropriety.  Separation of duties is considered to be a preventive control because it prevents an event from occurring, rather than discovering an error after-the-fact.  The Finance System and Human Resource Management System (HRMS) are designed to enforce this separation of duties by separating the key activities for fiscal transactions.  The key activities groupings within the Finance System and HRMS are: 

Finance System:

· Input/Creation and Approval authority for Journal Entries, Cash Transfer Journal Entries, PO and SPO Requisitions, or Department POs;

· Approve PO and SPO Requisitions and Approve SPO Vouchers for Payment;

· Approve PO and SPO Requisitions and Receive POs; 

· Approve Department POs and Receive POs; 

HRMS:

· Input/Creation and Approval for job data and time reporting. 

When these key activity groupings are split or separated between two or more individuals, strong internal controls are present. However, if all of the activities within a particular grouping are done by one individual, then than person is said to be performing incompatible duties or is described as having incompatible access to the Finance System and/or HRMS.    In this situation internal controls are compromised, and compensating controls must be incorporated to provide reasonable assurance that fiscal transactions are being monitored for accuracy and propriety. 

Compensating Controls 

Compensating controls are less desirable than the separation of duties internal control because compensating controls generally occur after the transaction is complete (post audit).  Also, it takes more resources to investigate and correct errors and to recover losses than it does to prevent them in the first place.  However, in some circumstances, Organizational Units do not have the staff resources to establish adequate separation of duties.  In these instances, it is important for management to implement internal controls that compensate for this increased risk.  Following is a list of compensating controls used at the university.  An Organizational Unit must implement at least one of these when an adequate separation of duties is not present.

For the Finance System:

1. Compensating Control #1:  Review Reports of Detail Transactions Charged to the Responsibility Unit
At a minimum, Fiscal Managers having Fiscal Staff who can perform all aspects of a key activities grouping should be doing a monthly review of their departmental Detail of Budget, Revenue, Expenses and Transfers Report and the Balance Sheet Transaction Report for their department to identify, investigate, and correct improper charges.  An adequate review will take into consideration the transaction date, vendor where applicable, description, dollar amount, and account.  Keep in mind that this review of the Detail Report cannot be delegated; such delegation would defeat the effectiveness of this compensating control.  

OR

2. Compensating Control #2:  Pull a Sample of Transactions Initiated by the Person with Incompatible Access     
A manager periodically can pull and review the supporting documents for a transaction sample selected from transactions initiated by the person with incompatible access and charged to her or his Responsibility Unit.  A sample can be generated by using detail reports, the central information warehouse, or one of the IRM web queries.  An adequate review would consider the transaction date, description, vendor (where applicable), dollar amount, and account.  

Attachment A provides an in-depth look at the Pull a Sample of Transactions Initiated by the Person with Incompatible Access compensating control.   
For HRMS:
· Job Data Compensation Change Audit  

This audit report lists all compensation changes made to an employee’s job record, including the addition of new jobs and the deletion of any rows, whether the actions are done in add, update/display, or correction mode.  No system-generated updates, e.g., mass salary increases, are included.  This report is available in HR Production, but at present is limited by operator security to the campus HR offices.  Step-by-Step Guides for this report are in development, and when these are completed, more widespread training on the Job Data Compensation Change Audits report will begin.

· Time Collection Compensation Override Audit  

This audit report lists all rate changes from the amount specified in Job Data (for example hourly override amounts) and flat amounts that are paid to an employee through time collection.  This report does not include earnings codes that do not represent pay to the employee (for example BEX, which just increases an employee’s taxable gross income).  This report is available in HR Production, but at present is limited by operator security to the campus HR offices.  Step-by-Step Guides for this report are in development, and when these are completed, more widespread training on the Time Collection Compensation Override Audit report will begin.

If an organizational unit wants to strengthen further its internal controls, it can also implement the following compensating control.  

· Prepare Budget Analysis and Cost Trends: Investigate Discrepancies 
Preparing and/or reviewing budgets, and also doing a trend analysis of expenses, can be a way to identify problem areas where further and more detailed review needs to take place. 

Resources

Anyone having questions or needing other support with respect to internal controls or compensating controls should contact her or his campus Controller’s office.  Anyone with questions specific to HRMS security should contact her or his campus HRMS Access Coordinator. 

Attachment A:  

Compensating Control - Pulling a Sample of Transactions Using Detail Reports

This compensating control should be carried out at least twice per year.  Typically, this compensating control is not done on a pre-determined schedule and is not announced in advance.  Unexpected and random reviews of sample transactions provide the most effective compensating control.

The process outlined below offers an example of one method to use when pulling the transaction sample and conducting the review.

1. Locate the Detail Reports for each SpeedType within your Responsibility Unit for the accounting period (month) you have chosen to review.   If you are not familiar with the Detail Report, then Attachment B provides information about how to read and understand it.

2. Make a determination about the transactions you need to include in your review sample.  One way is based on dollar volume.  Typically, a combination of transactions whose total equals at least 10% of the revenue base (if applicable) and 10% of the expense base for the accounting period you are reviewing is used.  For example, if the expense transactions in a SpeedType total $80,000 for the accounting period being reviewed, then transactions totaling at least $8,000 would be pulled. 

3. Pull your sample by selecting the specific transactions to review.  There are a variety of methods you can use to pull your transactions.  In the examples that follow, SpeedType expenditures totaling $14,907 were recorded during the month being reviewed.  Thus, actual transactions totaling at least $1,491 should be pulled.  The examples below illustrate two ways of identifying the sample transactions.
· Example 1 on pages 7 & 8:  Select the first transaction that is recorded in each Account.  If you reach the dollar threshold before pulling a transaction from each Account, then you can either go back and pull transactions of lesser amounts from certain Accounts, or simply exceed the dollar threshold.  The first transaction recorded in each Account is highlighted in yellow.

· Example 2 on pages 9 & 10:  Methodically go through the transactions on the Detail Report and select, for example, every third/fourth/fifth transaction.  (The frequency depends upon the number of transactions and the amount of financial activity recorded in the SpeedType.) If you get to the end of the Detail Report before the total of your selected transactions reaches the dollar threshold, then go back to the first page of the Detail Report and repeat the process.  In Example 2, every third transaction has been selected.  These transactions are highlighted in green.
4. Examine the supporting documentation for each transaction in the selected sample.

On a transaction-by-transaction basis, review the supporting documentation to make sure each transaction: 

· Is necessary to accomplish university business

· Is in the best interest of the university and is for official university business only

· Does not – or does not appear to - provide any personal benefit to the employee having the incompatible access without there being a valid business benefit to the university 

· Complies with existing federal, state, and university laws, regulations, rules, and policies

· Has received the required authorization, review, and approval 

· Directly benefits the SpeedType to which it is being credited or charged

· Is recorded in the proper accounting period

· Is recorded in the correct account

· Is recorded in the correct amount

· Is one that a reasonable person – external to the university - would consider as being an appropriate use of university funds.

If, upon completing the review of the supporting documentation, you believe the transaction does not satisfy the above criteria, you should contact your campus Controller.

5. Document the Review Process

Keep the Detail Reports that indicate which transactions you reviewed.

EXAMPLE 1 – PULLING SAMPLE TRANSACTIONS USING THE FIRST TRANSACTION RECORDED IN EACH ACCOUNT
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EXAMPLE 1 - continued
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The expenditures for the period in this SpeedType total $14,907.17, and the amount of the sample transactions must meet or exceed 10% of the total expenditures, or $1,491.  By focusing on the first Actual transaction recorded in each account, the following amounts end up in the sample:



Transaction

Account
Amount
402600
$3,029.84

405100
$3,315.32

482603
$   284.37

482607
$     29.96

485107
$         .37

552601
$     11.00

553200
$     38.00

TOTAL
$6,708.86
EXAMPLE 2 – PULLING SAMPLE TRANSACTIONS USING EVERY THIRD TRANSACTION RECORDED IN THE SPEEDTYPE
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EXAMPLE 2 – continued
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The expenditures for the period in this SpeedType total $14,907.17, and the amount of the sample transactions must meet or exceed 10% of the total expenditures, or $1,491.  By focusing on every third Actual transaction recorded in the SpeedType, the following amounts end up in the sample:

Account
Amount
402600
$6,006.04

405100
$       5.02

482607
$     29.96

552601
$     11.00

552601
$     90.57

552601
$       2.18

552601
$   328.95

553200
$     38.00

TOTAL  $6,511.72
Attachment B:  Reading and Understanding the Detail Report

The numbers on the report correspond to the explanations found on the following pages.
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Detail Report Explanations

1.   University of Colorado Finance System
This is the report heading and indicates that the report was generated using data from the university’s financial system.

Note:  The University of Colorado Foundation uses an accounting system similar to the university’s financial system.  It is very easy to be looking at a foundation financial statement and think it is a university financial statement.  The best way to distinguish between the two is to examine the statement titles.

· University Financial Statements are titled “University of Colorado Finance System”.

· Foundation Financial Statements are titled “University of Colorado Foundation Financial Records System”.

2.
Detail of Budget, Revenues, Expenditures, and Transfers - Program FY to Date or Project to Date
This is the formal title of the report, and identifies that the report is either being run at the program level (for FOPPS in Funds 10, 20, 26, 28, 29, 34, 72, 73, 78, 80), or at the project level (for FOPPS in Funds 30, 71).

3.   For the Period mm/dd/year through mm/dd/year
This identifies which month is covered by the report.  The report in Attachment D - Program is for the period of 09/01/2002 through 09/30/2002 (September 2002).  The report in Exhibit 1 - Project is for the period of 01/01/2001 through 01/31/2001 (January 2001).

4.   Attributes (descriptive information) about the FOPPS for the Program

The Campus Box associated with this FOPPS is 123.

The Manager for the FOPPS is Nancy Stubbs.

The Contact for the FOPPS is Marie Cox.

The SpeedType for the FOPPS is 12013935 and corresponds to

· Fund 20, which is Auxiliary - Tabor Enterprises

· Org 10422, which is International Education - Study Abroad Programs and

· Program 15451, which is Wollongong.

5.   Account
The Account is a six-digit number, which, when combined with the Fund, Org, and Program, completes the ChartField that serves as the basis for the Finance System chart of accounts.  

When appearing on the Detail Report, the Account designates revenue, expenditure, or transfer.

Additional information about Accounts is available from the following sources:

Accounts:   This link goes to the System Controller's Financial Systems Definitions Web page at http://www.cu.edu/System_Controller/fin-system-info.html.

Upon arriving at this Web page, select either:
· Chart of Accounts Complete List (an Excel spreadsheet containing every account in the financial system) 

· Old Quick Reference Chart (a Web based listing containing general budget accounts, general accounts and a selection of user option accounts)
6.   Reference

The information listed under the reference notation on the Detail Report answers the question, “What sort of record are you looking at?”  It is generated by the reference field on the journal that feeds the transaction to the Finance System.  Data is entered into the journal’s reference field either automatically by a subsystem, or manually by an operator.  The reference field might indicate a specific type of revenue document or procurement document, a certain type of payroll transaction, a particular allocation, or a department-assigned notation.  The table below shows some examples of references frequently seen on Finance System reports.  

	Type of

Transaction
	Reference

Example
	Explanation
	Additional Notes

	Revenue
	
	
	

	
	02357110
	Cash Receipt Batch
	Will be accompanied by a CBDxxxxxx (specific ash Receipt number ) notation under Journal ID heading..

	
	IN0203073
	Boulder Campus Interdepartmental Invoice
	

	
	1VM3748A
	Bankcard Revenue
	Will be accompanied  by an EDAxxx notation under Journal ID heading.

	Procurement
	
	
	

	
	1VM1990C
	Bankcard Services Expenses
	

	
	PC 361991
	Procurement Card  (ACARD)
	

	
	00915508
	2 leading zeroes indicate a Voucher
	Will be accompanied by an Invoice number notation under Invoice/Source Doc heading.

	
	0000232816
	4 leading zeroes indicate a Purchase Order
	Journal ID will begin with PO.

	
	0000013709
	5 leading zeroes indicate a Purchase Requisition
	Journal ID will begin with PO.

	Payroll
	
	
	

	
	ERN
	Indicates an error is being corrected
	

	
	BANNU
	Indicates Boulder campus annuity insurance
	

	
	BWKCP
	Indicates Boulder campus workers’ compensation 
	

	
	BUEMP
	Indicates Boulder campus unemployment compensation
	

	
	BECPS
	Indicates Boulder campus eco pass
	

	Departmentally Assigned
	
	
	

	
	BGAR
	Boulder campus GAR
	

	
	BGIR
	Boulder campus GIR
	

	
	BMS
	Boulder campus Mailing Services
	

	
	ITS
	Information Technology Services
	


7.   Sub-class
Most Detail Reports will not show a Sub-class entry, as the Sub-class ChartField is not widely used on the Boulder campus.  A sub-class notation will appear only in those FOPPS-Account combinations for which a sub-class has been specifically created in the Finance System.

8. Invoice/Source Document

Invoice/Source Document identifies a single field, even though the header label spans two lines of the report.  This is the primary reference notation for the source document that supports the transaction appearing on the statement.  The table that follows provides a sample of the notations frequently seen in the Invoice/Source Document field on Finance System reports.

Invoice/Source Doc Field Information

	Type of

Transaction
	Reference

Example
	Explanation
	Additional Notes

	Payroll
	00152569
	Position number
	

	Procurement
	Exhibits a wide variety of formats.

· 334304

· 39322432

· 2987880030115

· VDF22

· VZ01134

· V76546519


	· If the type of document is a voucher, then the information displayed in this field is the true Invoice #.

· If the type of document is a requisition, then the field is blank.
	

	Journal Entry
	Caitlin Edwards
	Operator name
	


9. Project

For FOPPS in Funds 30 and 71, the project number (1-5-xxxxx) is listed. 

10. Invoice Date

This is the date noted on the invoice.

11. Journal ID

Each and every transaction is fed to the Finance System using a journal.  Two types of journals feed to The Finance System:

· Unique journal entries, 

· Journal entries created by feeds such as the feed of pre-encumbrances to the general ledger.

The Journal ID field identifies the journal that fed the particular transaction to the Finance System.

12. Vendor

When looking at a PO or SPO record, the vendor field identifies the true vendor for the transaction.  When looking at a requisition, this field may be blank.

The vendor field can also be used to print operator name and phone number information.

13. Journal Date

This field identifies the date of the journal that fed the transaction to the Finance System.

14. Journal Line

This field identifies the actual line number on the journal that fed the transaction to the Finance System.

15. Journal Line Description

This is the description that was coded on either the transaction form (cash receipt, IN, payment voucher, etc.) or on the on-line transaction (budget journal entry, journal entry, payroll expense transfer, etc.).

· For vouchers and POs this is the actual description from the respective line on the source document.  

· For SPOs, the journal line description field contains either updated or generic information.

· When the description “Distribution” appears in this field, it indicates a requisition pre-encumbrance.

· For a journal entry, budget journal entry, or cash transfer, this field contains the description from the description field of the Finance System on-line pages.

16. Journal Source

This identifies the department that submitted the transaction to the Finance System.  The Journal Source Contact list can be accessed through the Office of University Controller’s Web site at http://www.cu.edu/System_Controller/fin-system-info.html . Upon arriving at the site, scroll down to Journal Source Code Listing and select it.  You will be directed to an Excel workbook that contains a worksheet for each campus.

17. Budget

The dollar amount of each budget transaction is recorded in this column.

· Revenue and Transfer In general budget accounts are increased with a credit transaction, e.g., ($100) and decreased with a debit transaction, e.g., $100.

· Expense and Transfer Out general budget accounts are increased with a debit transaction, e.g., $100 and decreased with a credit transaction, e.g., ($100).

18. Pre-Encumbrances/Encumbrances 

The dollar amount of each pre-encumbrance transaction and encumbrance transaction is recorded in this column.  

· If the dollar amount is a debit, e.g., $100, then the amount of the encumbrance is being increased.  

· If the dollar amount is a credit, e.g., ($100), then the amount of the encumbrance is being decreased.

19. Actuals Exp/Rev 

Actual dollar amounts for expenses and revenues are recorded in this column.  

· For Revenue and Transfer In accounts, an increase is shown with a credit, e.g., ($100).

· For Revenue and Transfer In accounts, a decrease is shown with a debit, e.g., $100.

· For Expense and Transfer Out accounts, an increase is shown with a debit, e.g., $100.

· For Expense and Transfer Out accounts, a decrease is shown with a credit, e.g., ($100).
20. Totals for Account 

The transactions recorded in each account are totaled and noted in bold print.

21. Totals for All Revenue Accounts

Totals for All Expenditure Accounts 

The totals from #20 (each revenue and/or expenditure account) are added together to provide a grand total for the FOPPS.  This number is noted in bold print.


You can see that the first transaction in the first Account, ($3,029.84 in Account 402600), exceeds the 10% sampling threshold.  The first transaction in the second Account, ($3,315.32 in Account 405100),does as well.  However, since expenditures in these first two Accounts comprise such a large percentage of the total expenses recorded in the SpeedType, you should include them in your sample, even though this means that the dollar total of your transaction sample will exceed the required 10%.





As soon as you identify the transactions to be sampled, get the source documentation and supporting materials for each transaction, and begin your review.





You can see the first transaction that comes up when counting by threes, ($6,006.04 in Account 402600), exceeds the 10% sampling threshold.  However, since expenditures in this Account comprise such a large percentage of the total expenses recorded in the SpeedType, you should include them in your sample, even though this means that the dollar total of your transaction sample will exceed the required 10%.





As soon as you identify the transactions to be sampled, get the source documentation and supporting materials for each transaction, and begin your review.





20





19





18





17





16





15





14





13





12





10





11





9





8





7





6





5





4





3





2





1





21





Tips for working with the Detail Report





Debits and Credits


For REVENUE Accounts, 200000-3999999, a CREDIT balance is normal.		($100)


    ( For REFUND Accounts, a DEBIT balance is normal.


For EXPENSE Accounts, 400000-989999, a DEBIT balance is normal.		 $100


For TRANSFER IN Accounts, 990000 &  995000, a CREDIT balance is normal.	($100)


For TRANSFER OUT Accounts, 992000 & 997000, a DEBIT balance is normal.	 $100





Identifying Whom to Contact for Additional Information about a Transaction


For cash transfer transactions, the Detail Report lists the name and the phone number of the�      individual who initiated the transaction.


For other transactions, refer to the Journal Source column.  By way of illustration, BG8, and�   PAY are examples of Journal Sources.  Additional information about the Journal Source, such as�   contact name and phone number, is available through the Controller’s Page of the University of �   Colorado’s System Web site at  � HYPERLINK "http://www.cu.edu/System_Controller/" ��http://www.cu.edu/System_Controller/�.  Once at the Controller’s�   home page, scroll to Journal Source Code Contact Listing and select it.











� Terms in italics are defined in the Administrative Policy Statement Dictionary at � HYPERLINK "http://www.cu.edu/policies/Fiscal/dictionary.html" ��http://www.cu.edu/policies/Fiscal/dictionary.html�. 
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